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INTRODUCTION

Vesper Group has developed and implemented a Security Operations Management System
(SOMS), which is integrated in our Quality Management System, in order to document the
company’s best security operations’ practices, safeguard its security operations and its clients
while ensuring respect for human rights, applicable laws and fundamental freedoms and to
continuously improve the overall management of its security operations.
Vesper Group’s top management is committed to, and conforms to, the requirements of the
international standards ISO 18788 and PSC.1-2012, and complies with the relevant principles,
legal obligations, voluntary commitments, and good practices of:
a) Montreux Document On Pertinent International Legal Obligations and Good
Practices for States Related to Operations of Private Military and Security Companies
During Armed Conflict (09/2008); and
b) International Code of Conduct for Private Security Service Providers (ICoC)
(11/2010); and
c) Guiding Principles on Business and Human Rights; Implementing the United Nations
“Protect, Respect and Remedy” Framework 2011.
This manual describes the security operations management system and is also used externally
to introduce our security operations management system to our clients and other external
stakeholders. The integrity of our security operations management system and focus on
respect for human life, the safety and security of our operations and clients, accountability to
law and respect for human rights as well as continuous improvement, both proactive and
reactive, are included in the descriptions in this manual.
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CONTEXT

Many stakeholders, both internal as well as external, will be affected by how our security
operations are being conducted. Vesper Group therefore undertakes a risk assessment prior
to any security operation where internal and external operational context is identified and
evaluated in terms of risk-exposure in conjunction with planned security operations. Internally,
Vesper Group, evaluates the company’s: business strategy and plans; policies and instructions;
governance, roles and responsibilities; overall risk management; internal stakeholders; our
company values and codes of conduct; lines of reporting and decision-making; tactics,
procedures and routines; products and services as well as brand-reputation.
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The success of Vesper Group’s security operations is also dependent on how well we can adapt
to the external context where the operations are being conducted, which is also identified and
evaluated prior to any security operation. This include but is not limited to: cultural and
political context; legal and regulatory requirements; contractual obligations; infrastructural
requirements; supply-chain management; external stakeholder, including local population,
requirements, perceptions and interest; local interoperability and interdependencies.
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RISK

Vesper Group conducts a thorough risk assessment of internal and external factors that
influence the management of risk prior to any security operation during which several criteria
are being considered. They include: critical activities; capabilities, functions and services;
stakeholder relations; the operational environment; potential impact of undesirable events;
legal and regulatory requirements; nature and types of threats, their likelihood and severity;
reputational and perceived risk and risk tolerance. The findings of the risk assessments are
documented and form the basis for the approval or disapproval of the security operation in
question.
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SCOPE

The ISO 18788 and PSC.1-2012 standards describes the requirements for a Security
Operations Management System by addressing business and risk management for the effective
conduct of security operations, particularly, when they are conducted in environments where
governance may be weak or the rule of law is undermined due to human or naturally caused
events. The Security Operations Management System is applicable for Vesper Group’s
Business Area “Security Operations”, which is a clearly defined business area of Vesper Group.

The Security Operations Management System complies with all applicable requirements
contained in ISO 18788 and PSC.1-2012, and covers provision of all services supplied and
security operations conducted by Vesper Group’s Security Operations department, including
its subcontractors, globally.

The following table identifies scoping boundaries to ISO 18788 and PSC.1-2012 requirements
not applicable to Vesper Group and provides a brief narrative justifying their exclusion from
the scope of the Security Operations Management System.
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Exclusion

Justification

Vesper Group’s Business
Area Security and
intelligence Management

Security Management does not conduct Security Operations

Vesper Group’s Business
Area Cyber and Threat
Intelligence

Cyber and Threat Intelligence does not conduct Security
Operations
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REFERENCES

In addition to ISO 18788 and PSC.1-2012 standards the company will also make reference to
other relevant International standards and documents appropriate to the conduct of security
operations and its market.
•
•
•
•

Montreux Document On Pertinent International Legal Obligations and Good
Practices for States Related to Operations of Private Military and Security
Companies During Armed Conflict (09/2008);
International Code of Conduct for Private Security Service Providers (ICoC)
(11/2010);
Guiding Principles on Business and Human Rights; Implementing the United
Nations “Protect, Respect and Remedy” Framework 2011.
ISO 9001:2015 Quality Management System
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SECURITY OPERATIONS MANAGEMENT SYSTEM

Vesper Group has implemented an ISO 18788 and PSC.1-2012 security operations
management system that monitors, measures and analyses processes and takes action to
achieve planned results and the continual improvement of our security operations
management system. Any outsourced or subcontracted activity is controlled as per applicable
ISO 18788 as well as PSC.1-2012 requirements.

Intelligence-Led Security
UNCONTROLLED IN PRINT

4/9

This security operations manual contains documented description of how Vesper Group
effectively and fully meet the requirement of ISO 18788 and PSC.1-2012 standards. The level
of details in this document is kept to a brief level due to the sensitive nature of the services
supplied by Vesper Group to its customers.
All policies, processes, checklists and manual are subject to review on regular bases to verify
the effectiveness and conformity to applicable requirement, standard or other. The documentstructure consists of policies, management processes, support processes and business
processes. All processes include checklists in several steps. All process-documentation includes
standard document administration criteria, responsibility, objectives, review interval and
records that need to be saved, were it is saved and for how long. All documents are identified
by its unique name in the system.
Original documents are safely stored electronically with relevant access rights for author,
approver and user.
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MANAGEMENT RESPONSIBILITIES

Executive Management has the responsibility and authority for supporting development and
implementation of the Security Operations Management System, for ensuring that it remains
relevant to the company’s objectives and the needs and expectations of customers, and that
it promotes a continual improvement environment. Executive Management is also
responsible for ensuring that the policies are appropriate for the business, promotes the
security operations management system’s effectiveness and is reviewed at appropriate
intervals.
Executive Management are responsible for communicating policies and the importance of
meeting stakeholder’s as well as statutory and regulatory requirements to employees within
their respective organizations. They shall ensure that it is understood and applied to the daily
work of the organization through the establishment of objectives and trainings as well as
allocation of resources. All managers are responsible for the continuous improvement and
support of the system.
All employees are responsible for the professionalism of their work and implementation of
policies applicable to processes they perform. Employees are motivated and empowered to
identify and report any known or potential problems and recommend solutions.
Vesper Group strives to identify current and future stakeholders in order to understand
requirements, perceptions, values, needs, interests and risk tolerance. All involved managers
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ensure that these are understood, converted into internal requirements, and communicated
to the appropriate personnel in our organization.
Stakeholder complaints and other stakeholder input/feedback are continually monitored and
measured to identify opportunities for improvement.
Management representative for Vesper Group is the Managing Director. The Managing
Director’s responsibilities include driving reviews, improvement suggestions and audit
planning for the Security Operations Management System in the monthly Executive
Management Team meeting. In the meeting the Executive Management Team will also
review other relevant data such as customer input, process performance, complaints and
grievances, corrective and preventive actions and audit reports. The Executive Team will,
based on the input, decide on appropriate actions.
All managers and supervisors are responsible for establishing regular formal and informal
communications as needed to convey to their employees the relevance and importance of
their activities. Communications regarding how employees contribute to the achievement of
objectives is also conveyed and reinforced during employee annual appraisal.

7.1 Security policy
Top management ensures that the security policy is communicated to all employees. It is
included in new employee training.

Vesper Group conducts security operations in environments that are inherently
unstable and dangerous. Vesper Group is committed to conducting those security
operations to the highest level of professionalism while maintaining the safety and
security of the operations and clients and also ensuring respect for human rights, laws
and fundamental freedoms. While conducting security operations, Vesper Group, is
therefore committed to the following objectives:
a) Respect human life and dignity as its first priority;
b) Avoid, prevent and reduce the likelihood and consequence of
disruptive and undesirable events;
c) Comply with applicable legal requirements;
d) Respect human rights; and
e) Promote continual improvement of its conduct of security operations
Vesper Group implements effective processes to support the conduct of security
operations and its Management are responsible for establishing objectives and
measurement to drive continuous improvement in security operations.

Intelligence-Led Security
UNCONTROLLED IN PRINT

6/9

All Vesper Group’s employees, consultants and subcontractors are responsible for
conducting security operations in accordance with this policy and are expected to
contribute to the continual improvement of Vesper Group’s conduct of Security
Operations.
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RESOURCE MANAGEMENT

Vesper Group’s Security Operations are, to a high extent, a project-oriented business, mostly
with time-limited projects requiring special competencies. The specific competency for a
project is documented together with the customer before the start of the project.
To support the business, Vesper has access to qualified candidates for different roles
depending on customer requirement. To qualify, candidates will be evaluated based on
education, previous experience, several practical tests, interviews and references.
All candidates for a project position will go through, for the role, relevant Vesper training and
personally sign Vesper Code of Conduct and other, for the role, relevant policies. The
signature include understanding the policy, commitment to it and consequences for not
comply with the policy. If needed during a project additional trainings will be agreed between
the individual and the project responsible manager. The effectiveness of additional training
will be evaluated.
As most services are performed at customer or other external locations, infrastructure and
work environment are identified and risk assessed as part of the project description. General
knowledge in specific areas related to work environment is part of the qualification for a
project, such as weapon- training. Infrastructure and work environment are important and
constantly monitored by both the employee and the responsible manager.
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SECURITY OPERATIONS´ REALIZATION

Vesper Group security operations are project-oriented and customer-requirement for a service
is specified and reviewed in cooperation between the customer and Vesper Group before
accepting a project. The overriding objectives for Vesper Group’s security operations are
described in the security operations policy and include: Respect for human life, the safety and
security of the security operation and the client, legal and regulatory requirements and the
respect for human rights. Vesper Group’s expert judgment as well as previous experience from
similar projects and regulatory considerations will also be included in the project assessment.
Agreed requirement between the customer and Vesper Group, including required professional
skills, specific targets and key performance indicators, are recorded in the proposal and related
project-documentation.
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Ongoing communication between the customer and Vesper Group will be handled by the
appointed contract manager during the whole project. This is part of Vesper Group’s
commitment to handle agreed changes, exceed customer expectations and reduce possibilities
for dissatisfaction. The contract manager and Business Area manager will handle any
complaints from the customer or other stakeholder in a fast and professional manner. The
Business Area manager will also link any systemic improvement to the Executive Management
Team for permanent correction and implementation.

9.1 Purchasing and Procurement
The purchasing and procurement process is essential to Vesper Group’s ability to provide our
customers with services and products that meet their requirements. This is done by primarily
the use of pre-evaluated suppliers and subcontractors. Evaluation of suppliers is based on a
number of criteria, including capacity, ethical behavior and previous performance. Approved
suppliers commit to the same high ethical policies as Vesper Group. All approved suppliers
are subject to regular review.
Requirement for approval of purchased service or product is part of purchasing information
and project documentation. Verification of purchased service or product is the responsibility
of the project manager for the project concerned.

9.2 Delivery
Delivery of services is done in accordance with agreed project specification utilizing defined
skilled professionals and according to internationally established methods as well as local
regulations. Professionals are assigned to the project based on competence and experience.
Project documentation can include use of specific security related products.
Customer owned property play an essential role for Vesper Group as much of the services
include safeguarding customer property and personnel. All activities used to achieve this is
defined in the project documentation.

10 MEASUREMENT & IMPROVEMENT

10.1 Customer Satisfaction
Vesper Group utilizes two level´s of customer satisfaction architecture. One transactional level
for surveys related to customer satisfaction with individual project and one level of overall
relationship surveys. All surveys consist of standard questions, both open and ranking
questions and is done normally in meeting with the customer. Scores from surveys will be used
by Business Management and Human Resource for improving individual project and
summarized score by Executive Management to improve Vesper Group’s performance.

Intelligence-Led Security
UNCONTROLLED IN PRINT

8/9

Intelligence-Led Security
UNCONTROLLED IN PRINT

9/9

